Small Office Administration Console

For Endpoint Protection (Plus)and

Endpoint Protection Suite (Plus)
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This guide has been written to assist system administrators or anyone who uses the Sviadit Office
AdministrationConsole to manage their network. The information contained in this guide is divided
into the followingkey areas:
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The Small Office Administration Console provides central management capability for yoatlatiin

of avast! Endpoint Protection or avast! Endpoint Protection Plus and is designed to make the
administration of your computer network as simple as possible. As well as providing protection for all
the computers on your network, the Small Office Athistration Console allows you to install avast!
antivirus on all your computers remotelgnabling you to

A Centrally manage pdates
Create and shedule scant be run on selected computers
Receive eattime security alerts

Create eports
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Receive atomatic notifications whenever a new computer is connected to tieéwork

The Small Office Administration Console is a wWedised management console designed primarily for
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and manage avast! antivirus on your network and so keep your network free of viruses and other
malware. It does not require a server Operating System and, once installed, you can access it from any
computer with an internet connection.

,z:iouast! SMALL OFFICE ADMINISTRATION

PHELP CENTER [ LOGOUT

@ summary o

The Dashboard page provides a visual summary of your network protection,

SYSTEM OVERVIEW STATISTICS

The system overview pie chart shows you all computers that are connected and their status.

the statistics for various avast! components. Please use the drop-down list
(1) nerwork 1o select a comy

nt.
File System Shield  ~ | Time period: | Today
File System Shield - Today

3 sons

!& REPORTS,

¥ apmin

[#] secured [L] [%] unsecured B Disconnected o 6 18 20 2 0 2 4 6 8 10 12 14
Scanned items Winfected items

VIRUS DEFINITIONS STATUS SYSTEM MESSAGES

Version & Date ~ Subject

1205281 5 5/20/2012 10:08:52 AM  Deployment succeeded o '

120529-0 1 5/29/2012 2:20:26 AM | New computerfound | of ' U
5/28/2012 5:0745PM | Deployment succe

5/28/2012 44250 PM | Deplo;

SM8/019 AAANEDM | Panin,

o Markall as read
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Small Office Administration Console:

1 Microsoft Windows XP (any edition except Home Edition) with latest Service Packil, @dly
Windows Vista (any edition, excluding Starter Edition and Home Edition) with latest Service Rauit, 3
or 64-bit
Windows 7 (any edition except Starter Edition and Home Edition) with latest Service Palit,d32
64-bit
Windows Server 2003 (all editions with latest Service Packhit3® 64-bit
Windows Server 2003 R2 (all editions with latest Ser#ack), 3dit or 64-bit
Windows Server 2008 (all editions with latest Service Pack, excluding Server Cebi)pBB4-bit
Windows SBS 2011.

1 1 GB RAM or above, depending on requirements of operating system and oi‘hparsy software
installed

A minimum of 900 MBree hard disk space for the initial installation

Internetconnection (to download and register the product, for automatic updates of the Mirror)
Valid SMTP Server within reach of the server

Windows workgroup or active directory network

Internet connection with Silverlight 5 enabled browser e.g. Internet Explorer 7 or above.
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avast! EndpointProtectior/Suite
(for Workstations)

A Windows 2000 Professional Service Pack 4, Windows XP Service Pack 2 oéiyhedition,
32 or 64 bit)/Windows Vista (any edition, 32 or 64 bit)/Windows 7 (32/64 bit)

A 256 MB RAM
A 300 MB free hard disk space

Older Windows operating systems (Windows 95/98/ME/NT) are not supported

avast! EndpointProtection PlugSuite Plus
(for Workstations)

A Windows XP Service Pack 2 or higher (any edition, 32 or 64 bit)/Windows Vista (any edition, 32
or 64 bit)/Windows 7 (32/64 bit)

A 256 MB RAM
A 380 MB free hard disk space

Older Windows operating systems (Windows 95/98/ME/NT/2000) are not stgzbo



avast! EndpointProtection Suite Suite Plus
(for Server operating systems)

A Windows Server 2003 (x32bit/64 bit), Windows Server 2008/R2 (any edition, excluding Core
Installation), Windows SBS 2011

A 256 MB RAM (512MB if running Windows server 2008)

A 200 MB of free hard disk space

Microsoft Sharepoint
A MSP 2003
A MSP 2007
A MSP 2010
Microsoft Exchange
A MSE 2003
A MSE 2007

A MSE 2010



Windows OS vs SQL compatibility

A www.microsoft.com

A http://technet.microsoft.com- The TechNet Library contains technical
documentation for IT professionals using Microsoft products, tools, and
technologies.

SQL full versions vs SQL Free/Express versions

A http://technet.microsoft.com- The TechNet Library contains technical
documentation for IT professionals using Microsoft products, tools, and
technologies.

A http://msdn.microsoft.com- MSDN Libraryan essential source of information
for developers using Microsoft® tools, products, technologies and services. The
MSDN Library includes howo and reference documentation, sample code,
technical articles, and more.



http://www.microsoft.com/
http://technet.microsoft.com/
http://technet.microsoft.com/
http://msdn.microsoft.com/

Beforeyou startinstai T ¢ OEA DHOI AOAOh Ul O O &epl@yindiit. TAeEofiowiig AAT OO
things need to be carefully considered:

Administration Console

A On which machine will you deploy the Console?

A Isit going to be a dedicated machine? If not, what elseruillon themachine?
A Will other software interfere with th€onsole

A Wiill there be enoughesources left for th&€€onsoleto work properly?

A Will youuse just one Console, or would it be bettentse more tlan one?

Note: Make sure that you are awaretbie minimum system requirements

SQL

During the installation, an embedded SQL Server Compact 4.0 database is installed by default,
however you can optionally select to use another database. In the expert installation, you can choose
to use a MS SQL databe, but note that only MS SQL 2008 R2 is supported, either the Full or the
Express version.

A I1sDHCP used on the network? Can Bensolehave a fixed IP address?<ttould)

A Is a fulMS SQL2008R2database going to be use&xpressersion2008R2, orthe default
embedded SQL Server Compact 4.0 databasieyou choos€ompactExpresswill it handle all
your management dataExpres#8Compactshould only be used on networks of several
hundred computers or fewer).

Note: Make sure that you are aware df lanitations of SQL Express and the SQL Server Compact 4.0
versiond



The installation begins with thautomatic detectionof whether all prerequisities are installed. Simply
follow the installation wizard which widllso helpyouto find and instalany prerequisites which are
missing

‘o avast! Small Office Administration Satu ) %
Ry - 11 SRR,

The setup has determined that some of the
prerequisites needed to run this program are
missing. This wizard will assist you in getting and
installing those prerequisites. Click Next to
continue to the list of prerequisites.

Click Finish at any time to completely skip the
installation of prerequisites and jump to the
installation of the main program. Click Cancel to
cancel the installation and exit the Setup Wizard.

* 000 Al EAE O. AgbOo O1 DOIT AAAA -rdgliditeswhich need tio be satigfikd OAA A
before the program can be installed.

o ==

Prerequisites o
These procrams are needed for the appication to run. Cick on the check b @ CI/OISEL |
next to a prerequisite to select it for install or to skip it.

Name Version Action

.NET Framework 4.0 Reguired: any. Found: nathing. Download
Silverlight Required: 5.0 or higher. Found: nothing.  Download

Download Folder: €+ \Users\Administrator \AppData\Local AVAST Software\avas!

Press the Mext button to download the prerequisites.

Note: Silverlight can be installed separately after successithilation of the avast! Administration
Console.
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Prior toinstallingthe Administration console all prerequisities have to be met:

A Windows Installe if the package cannot be downloaded automatically see
Www.microsoft.com

A .NET Framework if the package cannot be downloaded automatically see
Www.microsoft.com

A Silverlightz can be installed separately, after the successful avast! Administration console
installation

All prerequisities should bautomatically downloaded and installe¢an Internet connection is
required

y
o avast! Small Office Administration sm_ =

Prerequisites Install

Please wait whie the selected prerequisites are instalied. al avast!
Name Status
NET Framework 4.0 Instaling...

Silverlight Pending

@, Instaling .NET Framework 4.0 from: C:\Users\Administrator\AppDataLocal\AVAST
lﬁ\ Software\avast! Small Office Administration\1. 2.4151Ynstall\dotnetfx40_full_setup.exe

Automatically start instaling the main application after finishing the prerequisites install.

Mext > Finish Cancel

If the download does nostart automatically visit www.microsoft.comto downloadthe necessary
prerequisities
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You may be asked to confirm the installation of the individual prerequisites, for example .NET
Framework:

JNET Framework 4 Setup nJ
Flease accept the license terms to continue. Mot

Installation Is Complete

N JNET Framewark 4 has been installed.

I Microsoft*
MICROSOFT SOFTWARE -
[]1 have read and accept the license terms. E] @

Download size estimate: 54MB Check for more recent versions on Windows Update.
Download time estimates: Dial-Up: 132 minutes

Broadband: 9 minutes

And Silverlight:

Install Silverlight Installation successful
\ y, \ 7
» By dicking Install now you accept the Shverlight »
\ license agreement. \
i V View the Silverlight License Agreement V You may have to refresh (F5) the
: i P 2 Web page for these changes to take
Microsoft* Silveriight updates automatically. Microsaft* effect.
SI|Ver|Ight" View the Silverlight Privacy Statement SI |Ver||ght
:




If you are promptedtored OAOO Ui 60 Ai i pOOAOh Ai EAE O02A00A00
being terminated unexpectedly.

Microsoft MET Framewerk 4 Setu,

‘You must restart your computer to complete the installation. If you choose
Restart Later, applications dependent on .NET Framewark may stop
working.

[ Restarthow [ Restrtiater

When the machine is restarted, theevast! Small Office Administration Setup Wizardwill start
automatically:

I

{©» avast! Small Office Administration Setup [

The wizard will install avast! Small Office Administration
wversion 1,2,2.8 on your computer, Click "Next” to continue
or "Cancel” to exit the wizard,

Quick Guide

You now need to confirm that you have read and accept the terms of the license agreement by clicking
the appropriate ®© 00T 1T AT A OEAT Al EAE O. Agbos O DOi AAAAS

End-User License Agreement r
Please read the following license agresment carefully avast!

AVAST END USER LICENSE AGREEMENT

(FOR BUSINESS)

PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
{,AGREEMENT") CAREFULLY BEFORE USING THE SOFTWARE (AS DEFINED
BELOW). THIS IS A LEGALLY BINDING CONTRACT BETWEEN YOU AND AVAST
SOFTWARE a.s.. A COMPANY DULY ORGANIZED AND EXISTING UNDER THE LAWS 7

(@ I accept the terms in the License Agreement

() 1 do not accept the terms in the License Agreement

<Back || Next> | [ cancel
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avast! Endpoint Protectior Installation Guide

You will now be invited to insert a valid license file. Unless you want to use the program first in
demo mode, it is recommended to provide a license file immediately.

Alternatively, you can request a demo lices, which will allow you to use the program in demo
mode for 30 days. To request a demo license, you will need to be connected to the internet as the
demo license will be automatically downloaded from the avast server during the installation.

During the30 day demo periogou will need to purchase and insert a valid license file to continue
to use the product, otherwise thavast! Small Office Administration Consobgll not be able to
communicate with any connected machines and you will not be able tplale the avast! Managed
Clientonto your network after the demo period expires.

Product license I.-
Insert license file or request demo licenss avast!

License
lfﬁnsart license: file

C:\Users\Administrator\DesktopLicense.avastlic

() Request demo license (Requires Internet connection)

<Back | Mext> | [ cancel

In order to insert a license now, the license must first have been saved on your
computer.41T 11T AAOA UT OO T EAATOGA 11 UIT OO ATipOOAOR Al E

0/ pAT o AT A OEA PAOE O1 100 1 EAATOA xEI1 AA ET OAO

@ Select license file

Bl Desktop »

Organize ¥ New folder

I| 3% Favorites T Libreries Documents
B Deskto |l | Systemn Folder & System Folder
p e
18 Downloads

"% Recent Places I | Computer 1“-. Metwork
=3 System Folder L System Folder

4 3 Libraries License.avastlic ‘

» (8 Documents = AVASTLIC File
> ol Music 2L

> [ Pictures
> E Videos

» /M Computer

> € Network -

File name: License.avastlic ~ |License files (*.avastlic) -

After the installation is completed, you can continue to use the productif®r24, or 36 months
from the date of purchase, depending on the purchased license period.
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avast! Endpoint Protectiorg Installation Guide

YoucannowsdAO OEA OUPA T &£ ET OOAI 1 AGET 18 4EA OAAT I 1T AT AAA
unless you are an experienced system administrator and want to e.g. specify a folder other than the
default folder for storing the installation files or use your own MS SQltabase.

Choose Setup Type r
Choose the setup type that best suits your needs t“jc‘St'
Recommended
Installs with the most common program settings. Recommended for
most users.
T Expert
j Allows users to customize all settings. Recommended for advanced
&7 users.

< Back ][ Next > ] [ Cancel

The £l 1 11T xET C OAOAAT O OEIExper®l IET OBDAT OQDBEOTEA UT O OAIl

To install in this folder, dick "Next™. To install to a different folder, enter it below or dick
"Browse".

Folder:

C:\Program Files\AVAST Software \Administration Console)

< Back ][ Next > ] [ Cancel

417 ET OOAI 1 OEA DPOI COAi ET OEA AAZEADI O A1 AAOR EOO
To installin a different folder, entethe requiredd AQOE 1T O A1 E A E thexus®@in kc@tidrd O OAI
By default the recommended destination drive i3.C:
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avast! Endpoint Protectiorg Installation Guide

A AAEAOGI O Mo instafitinfa diffe@i@d Olded eneAE 0. A QD
_ A E thextsoin locéath® OT OA1 AAO

To install theavast'MirrorET O
the requiredd AOE 1 O Al

E
E

Mirror Configuration

Specify Mirror Folders

Mirror root folder:

C:\ProgramData\AVAST Saftware Administration Console Wirror i

Mirror logs folder:

C:\ProgramData‘\AVAST Software‘\Administration Console\Mirror\Log:

Distribution folder:

C:\ProgramData\AVAST Software\Administration ConsoleMirrorDist

Packages folder:

Ci\ProgramData\AVAST Software\Administration Console MirrorPacl

Installers folder:

C:\ProgramData\AVAST Software\Administration ConsoleMirrorinst

[ <Back |[ mexts | [ cancel |

You carset upa proxy forconnectingto the internet. This will allovthe administration console mirror
to download virus definitiorupdates.

LS ]
Proxy Settings r
Select direct connection or configure HTTP proxy avast!

Proxy

(@ Direct connection (no proxy)

©) Specify proxy server

No authentication

<gack || Next> | [ cancel |

If you connect directly to the internet (i.e. not through a proxy), select "Direct connection (no proxy)".
Note: dialup connections do not use a proxy.

If you are not sure whether you use a proxy server, or which proxy server you use, ask your internet
provider or network administratdr

If you connect to the internet through a proxy server and you know the proxy seetails, select
"Specify proxy server" and enter the proxy details:

T Address Enter the address of your proxy server
T Port- Enter the port your proxy server uses

Authentication typez specify whether the proxy server requires authentication and if se tyipe of
authentication.A username and password must be entereequired for authentication.
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avast! Endpoint Protectiorg Installation Guide

You will now have the option to use NetworkService or LocalSereica custom specified account.

Our recommendation is to choosgbe Network service accaut.

Service Configuration

Specify Service Details

Log on as:

@) Service account: [NetworiService -]

() This account:

Select network adapter: 2 adapters -

Port for console: 8731
Secure port for consale: 8732

Port for dients: 25322

[ < Back ][ Next > ] [ Cancel

Now specify a user/admin account, with sufficient system rights to instaltneravast! Administration
console and its componentd. EAT Al EAE n. Ag0OO8

17



_—— _—
& avast! Small Office Administration Setl'

Database Configuration
Specify Database Details

Database
@) Use internal database
() Use custom 5QL Server instance

(Already up and running)

< Back ][ Next » ] [ Cancel

I x

Custom SQL Server Configuration
Specify Custom SQL Server Details

SQL Server: -

Type here the SQL server name and append \InstanceMame if using a non-default instance.

Authentication
() Windows Integrated Authentication

(The account spedified at Service Configuration page wil be used)
() SQL Server Authentication

Database Name:

avast! Endpoint Protectiorg Installation Guide

On the next screen you can choose whether i
installthe provided internal databaseor touse
a custom SQL server which is already installe
and in useNote however that only MS SQL
2008 R2 is supported, either the Full or the
Express version.

If you selectedJse wistom SQL Server
InstanceOE AT UT 0811 EAOA
location, credemials and DB namelhe DB has
to be already up and running. The installer wi
not create the database for you!
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avast! Endpoint Protectiorg Installation Guide

On the next screen, you should enter the SMTP server details.

R |
-

Administrator's E-mail:
SMTP Server Address:
SMTP Server Port: 25
From address:
[] Use Authentication
[ usess. Send test email
[ < Back ][ Next > ] [ Cancel ]

' Al ET E O Goall trivisGnvl Ge used to send the welcome email with #héministration Console
login information.

SMTP Srver Address- the address of the outgoing email server e.g. smtp.server.com
SMTP ServelPort - the default is 25
From Addressz the address which will be used to send alerts/reports
A Use Authentication
T Ifthe SMTP server requires authenticatigau mustenter the username and password.
A UseSSL
i $1 100 & OCAO OlencgypfichiEusedOA 33, EZE 33,
4 E Aendtest emaibbutton allows youto sendatest emailusingthe detailsthat you entered

You can proeed without entering these details now, in which case you will see the following message:
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