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1. General Information 
 

The Small Office Administration Console provides central management capability for your installation 

of avast! Endpoint Protection or avast! Endpoint Protection Plus and is designed to make the 

administration of your computer network as simple as possible. As well as providing protection for all 

the computers on your network, the Small Office Administration Console allows you to install avast! 

antivirus on all your computers remotely, enabling you to:  

Å Centrally manage updates 

Å Create and schedule scans to be run on selected computers 

Å Receive real-time security alerts  

Å Create reports  

Å Receive automatic notifications whenever a new computer is connected to the network  

The Small Office Administration Console is a web-based management console designed primarily for 

ÓÍÁÌÌ ÎÅÔ×ÏÒËÓ ÏÆ ÕÐ ÔÏ ΨΦΦ ×ÏÒËÓÔÁÔÉÏÎÓȢ )ÔȭÓ Á ÓÉÍÐÌÅ ÁÎÄ ÅÁÓÙ ÔÏ ÕÓÅ ÐÒÏÇÒÁÍ ÔÏ ÈÅÌÐ you both deploy 

and manage avast! antivirus on your network and so keep your network free of viruses and other 

malware. It does not require a server Operating System and, once installed, you can access it from any 

computer with an internet connection.  
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2. System Requirements 
 

Small Office Administration Console:  
 

¶ Microsoft Windows XP (any edition except Home Edition) with latest Service Pack 3, 32-bit only 
Windows Vista (any edition, excluding Starter Edition and Home Edition) with latest Service Pack, 32-bit 
or 64-bit 
Windows 7 (any edition except Starter Edition and Home Edition) with latest Service Pack, 32-bit or  
64-bit 
Windows Server 2003 (all editions with latest Service Pack), 32-bit or 64-bit 
Windows Server 2003 R2 (all editions with latest Service Pack), 32-bit or 64-bit 
Windows Server 2008 (all editions with latest Service Pack, excluding Server Core), 32-bit or 64-bit 
Windows SBS 2011. 
 

¶ 1 GB RAM or above, depending on requirements of operating system and other 3
rd

 party software 
installed  

¶ A minimum of 900 MB free hard disk space for the initial installation 

¶ Internet connection (to download and register the product, for automatic updates of the Mirror)  

¶ Valid SMTP Server within reach of the server 

¶ Windows workgroup or active directory network 

¶ Internet connection with Silverlight 5 enabled browser e.g. Internet Explorer 7 or above. 
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CentralÌÙ ÍÁÎÁÇÅÄ ȰÃÌÉÅÎÔȱ ÐÒÏÄÕÃÔÓ: 
 

avast! Endpoint Protection/Suite 

(for Workstations) 

 

Å Windows 2000 Professional Service Pack 4, Windows XP Service Pack 2 or higher (any edition, 

32 or 64 bit)/Windows Vista (any edition, 32 or 64 bit)/Windows 7 (32/64 bit) 

Å 256 MB RAM  

Å 300 MB free hard disk space 

Older Windows operating systems (Windows 95/98/ME/NT) are not supported. 

 

avast! Endpoint Protection Plus/Suite Plus 

(for Workstations) 

 

Å Windows XP Service Pack 2 or higher (any edition, 32 or 64 bit)/Windows Vista (any edition, 32 

or 64 bit)/Windows 7 (32/64 bit) 

Å 256 MB RAM  

Å 380 MB free hard disk space  

Older Windows operating systems (Windows 95/98/ME/NT/2000) are not supported. 
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avast! Endpoint Protection Suite/ Suite Plus  

(for Server operating systems) 

 

Å Windows Server 2003 (x32bit/64 bit), Windows Server 2008/R2 (any edition, excluding Core 

Installation), Windows SBS 2011 

Å 256 MB RAM (512MB if running Windows server 2008) 

Å 200 MB of free hard disk space  

 

Microsoft Sharepoint 

Å MSP 2003 

Å MSP 2007 

Å MSP 2010  

Microsoft Exchange 

Å MSE 2003       

Å MSE 2007 

Å MSE 2010  
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Windows OS vs SQL compatibility 

 

Å www.microsoft.com  

Å http://technet.microsoft.com - The TechNet Library contains technical 

documentation for IT professionals using Microsoft products, tools, and 

technologies.  

SQL full versions vs SQL Free/Express versions 

 

Å http://technet.microsoft.com - The TechNet Library contains technical 

documentation for IT professionals using Microsoft products, tools, and 

technologies.  

Å http://msdn.microsoft.com - MSDN Library, an essential source of information 

for developers using Microsoft® tools, products, technologies and services. The 

MSDN Library includes how-to and reference documentation, sample code, 

technical articles, and more. 

http://www.microsoft.com/
http://technet.microsoft.com/
http://technet.microsoft.com/
http://msdn.microsoft.com/
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3. Installation  
 

Before you start installÉÎÇ ÔÈÅ ÐÒÏÄÕÃÔȟ ÙÏÕ ÓÈÏÕÌÄ ÔÈÉÎË ÁÂÏÕÔ ÈÏ× ÙÏÕȭÌÌ ÂÅ deploying it. The following 

things need to be carefully considered:  

 

Administration Console 

 
Å On which machine will you deploy the Console? 

Å Is it going to be a dedicated machine? If not, what else will run on the machine?  

Å Will other software interfere with the Console?  

Å Will there be enough resources left for the Console to work properly?  

Å Will you use just one Console, or would it be better to use more than one?  

Note: Make sure that you are aware of the minimum system requirements  

 

SQL  

During the installation, an embedded SQL Server Compact 4.0 database is installed by default, 

however you can  optionally select to use another database. In the expert installation, you can choose 

to use a MS SQL database, but note that only MS SQL 2008 R2 is supported, either the Full or the 

Express version. 

 

Å Is DHCP used on the network? Can the Console have a fixed IP address? (It should)  

Å Is a full MS SQL 2008 R2 database going to be used, Express version 2008 R2, or the default 

embedded SQL Server Compact 4.0 database? If you choose Compact/Express, will it handle all 

your management data? (Express/Compact should only be used on networks of several 

hundred computers or fewer).  

Note: Make sure that you are aware of all limitations of SQL Express and the  SQL Server Compact 4.0  

versions! 
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The installation begins with the automatic detection of whether all prerequisities are installed. Simply 

follow the installation wizard which will also help you to find and install any prerequisites which are 

missing. 

  
  

*ÕÓÔ ÃÌÉÃË Ȱ.ÅØÔȱ ÔÏ ÐÒÏÃÅÅÄ ÁÎÄ ÙÏÕ ×ÉÌÌ ÔÈÅÎ ÓÅÅ Á ÌÉÓÔ ÏÆ ÔÈÅ ÐÒÅ-requisites which need to be satisfied 

before the program can be installed.  

 

 
 

Note: Silverlight can be installed separately after successful installation of the avast! Administration 

Console.
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Prior to installing the Administration console all prerequisities have to be met: 

Å Windows Installer ɀ if the package cannot be downloaded automatically see 

www.microsoft.com  

Å .NET Framework ɀ if the package cannot be downloaded automatically see 

www.microsoft.com 

Å Silverlight ɀ can be installed separately, after the successful avast! Administration console 

installation  

All prerequisities should be automatically downloaded and installed  (an Internet connection is 

required)  

 

If the download does not start automatically, visit  www.microsoft.com to download the necessary 

prerequisities.  

 

http://www.microsoft.com/
http://www.microsoft.com/
http://www.microsoft.com/
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You may be asked to confirm the installation of the individual prerequisites, for example .NET 

Framework: 

 

 
 

And Silverlight: 
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If you are prompted to re-ÓÔÁÒÔ ÙÏÕÒ ÃÏÍÐÕÔÅÒȟ ÃÌÉÃË Ȱ2ÅÓÔÁÒÔ .Ï×ȱ ÔÏ ÐÒÅÖÅÎÔ ÔÈÅ ÉÎÓÔÁÌÌÁÔÉÏÎ ÆÒÏÍ 

being terminated unexpectedly. 

 

  
 

When the machine is restarted, the avast! Small Office Administration Setup Wizard will start 

automatically: 

 

  
 

You now need to confirm that you have read and accept the terms of the license agreement by clicking 

the appropriate bÕÔÔÏÎ ÁÎÄ ÔÈÅÎ ÃÌÉÃË Ȱ.ÅØÔȱ ÔÏ ÐÒÏÃÅÅÄȢ 

 

 



avast! Endpoint Protection ς Installation Guide 

 

   

 

14 

You will now be invited to insert a valid license file. Unless you want to use the program first in 

demo mode, it is recommended to provide a license file immediately. 

 

Alternatively, you can request a demo license, which will allow you to use the program in demo 

mode for 30 days. To request a demo license, you will need to be connected to the internet as the 

demo license will be automatically downloaded from the avast server during the installation.  

 

During the 30 day demo period you will need to purchase and insert a valid license file to continue 

to use the product, otherwise the avast! Small Office Administration Console will not be able to 

communicate with any connected machines and you will not be able to deploy the avast! Managed 

Client onto your network after the demo period expires.  

 

 
 

 In order to insert a license now, the license must first have been saved on your 

computer. 4Ï ÌÏÃÁÔÅ ÙÏÕÒ ÌÉÃÅÎÓÅ ÏÎ ÙÏÕÒ ÃÏÍÐÕÔÅÒȟ ÃÌÉÃË ÔÈÅ Ȱ"ÒÏ×ÓÅȱ ÂÕÔÔÏÎȟ ÔÈÅÎ ÃÌÉÃË 

Ȱ/ÐÅÎȱ ÁÎÄ ÔÈÅ ÐÁÔÈ ÔÏ ÏÕÒ ÌÉÃÅÎÓÅ ×ÉÌÌ ÂÅ ÉÎÓÅÒÔÅÄ ÁÕÔÏÍÁÔÉÃÁÌÌÙȢ 

 

  
 

After the installation is completed, you can continue to use the product for 12, 24, or 36 months 

from the date of purchase, depending on the purchased license period. 
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You can now selÅÃÔ ÔÈÅ ÔÙÐÅ ÏÆ ÉÎÓÔÁÌÌÁÔÉÏÎȢ 4ÈÅ ÒÅÃÏÍÍÅÎÄÅÄ ÉÎÓÔÁÌÌÁÔÉÏÎ ÔÙÐÅ ÉÓ Ȱ2ÅÃÏÍÍÅÎÄÅÄȱ 

unless you are an experienced system administrator and want to e.g. specify a folder other than the 

default folder for storing the installation files or use your own MS SQL Database.  

 

 
 

The ÆÏÌÌÏ×ÉÎÇ ÓÃÒÅÅÎÓ ÓÈÏ× ÁÌÌ ÔÈÅ ÓÔÅÐÓ ÉÆ ÙÏÕ ÓÅÌÅÃÔ ȰExpertȱ ÉÎÓÔÁÌÌÁÔÉÏÎ. 

 

4Ï ÉÎÓÔÁÌÌ ÔÈÅ ÐÒÏÇÒÁÍ ÉÎ ÔÈÅ ÄÅÆÁÕÌÔ ÆÏÌÄÅÒȟ ÊÕÓÔ ÃÌÉÃË Ȱ.ÅØÔȱ 

To install in a different folder, enter the required ÐÁÔÈ ÏÒ ÃÌÉÃË Ȱ"ÒÏ×ÓÅȰ ÔÏ ÓÅÌÅÃÔ the custom location. 

By default the recommended destination drive is C:\.. 
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To install the avast! Mirror ÉÎ ÔÈÅ ÄÅÆÁÕÌÔ ÆÏÌÄÅÒȟ ÊÕÓÔ ÃÌÉÃË Ȱ.ÅØÔȱ. To install it in a different folder, enter 

the required ÐÁÔÈ ÏÒ ÃÌÉÃË Ȱ"ÒÏ×ÓÅȰ ÔÏ ÓÅÌÅÃÔ the custom location. 

  

You can set up a proxy for connecting to the internet. This will allow the administration console mirror 

to download virus definition updates.  

 

If you connect directly to the internet (i.e. not through a proxy), select "Direct connection (no proxy)". 

Note: dial-up connections do not use a proxy. 

If you are not sure whether you use a proxy server, or which proxy server you use, ask your internet 

provider or network administrator!  

If you connect to the internet through a proxy server and you know the proxy server details, select 

"Specify proxy server" and enter the proxy details: 

ï Address - Enter the address of your proxy server  

ï Port - Enter the port your proxy server uses  

Authentication type ɀ specify whether the proxy server requires authentication and if so, the type of 

authentication. A username and password must be entered if required for authentication. 



avast! Endpoint Protection ς Installation Guide 

 

   

 

17 

You will now have the option to use NetworkService or LocalService, or a custom specified account.  

Our recommendation is to choose the Network service account. 

 

Now specify a user/admin account, with sufficient system rights to install/run the avast! Administration 

console and its components. 4ÈÅÎ ÃÌÉÃË ȵ.ÅØÔȰȢ 
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On the next screen you can choose whether to 

install the provided internal database, or to use 

a custom SQL server which is already installed 

and in use. Note however that only MS SQL 

2008 R2 is supported, either the Full or the 

Express version. 

 

 

 

 

 

If you selected Use custom SQL Server 

Instance ÔÈÅÎ ÙÏÕȭÌÌ ÈÁÖÅ ÔÏ ÐÒÏÖÉÄÅ ÉÔÓ 

location, credentials and DB name. The DB has 

to be already up and running. The installer will 

not create the database for you! 
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On the next screen, you should enter the SMTP server details.  

 

!ÄÍÉÎÉÓÔÒÁÔÏÒȭÓ %-mail ɀ this will be used to send the welcome email with the Administration Console 

login information. 

SMTP Server Address - the address of the outgoing email server e.g. smtp.server.com  

SMTP Server Port - the default is 25  

From Address ɀ the address which will be used to send alerts/reports 

Å Use Authentication 

ï If the SMTP server requires authentication you must enter the username and password. 

Å Use SSL 

ï $ÏÎȬÔ ÆÏÒÇÅÔ ÔÏ ÔÉÃË 5ÓÅ 33, ÉÆ 33, encryption is used  

4ÈÅ ȰSend test emailȱ button allows you to send a test email using the details that you entered. 

You can proceed without entering these details now, in which case you will see the following message: 

 

 

 




























































































































